Cisco CCNA(200-301)

Identifying Security Awareness Program Elements
Leaming Objective: Define the elements of a basic security policy.

Description: Every company should have a security awareness program. Find out what it takes to make an effective security program for
the non-security individual.

Q: What is a Security Awareness Program?
e User Awareness
o People do not know what they don't know.
e Training

o Helping people to understand what they need to know
o every organization will customize it according to need
o Every organization may also modify according to compliance (e.g., ISO 270001)

e Physical Access Control

o Locks
o Biometrics
o Camera

Endnotes, External and Etc.

5.2 Describe security program elements (user awareness, training, and physical access control)



